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How to Handle Quarantine Message
Notifications (Defender 365 Spam Filter)

1. Purpose

The purpose of this document is to explain the steps necessary for handling Defender’s
guarantine notification messages on a 365 account.

2. Scope

These procedures pertain to all users accessing AoA’s 365 platform

3. Prerequisites

None.

4. Responsibilities

It will be the responsibility of AoA’s Department of Information Technology to keep
these directions updated. Should these procedures require an update, the IT
department should be notified by submitting a helpdesk ticket at:
https://help.archatl.com/

5. Procedure

Should a notification (similar to the one shown below) appear in your email Inbox ...

APpProved drnu pieds edie d LULREL SETIL ITUm my IFnuneg oidu
v Yesterday

guarantine@messaging.microsoft.com
[EXTERMAL] Microsoft 365 security: You have messages in quarantine  Tue 5:30 PM
*** ATTENTION ***

lmbio Crbineimmn —

You will have two options (aside from ignoring it):
1. Review the Message
2. Block the Sender from further messages
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REVIEWING THE MESSAGE

(1) After being sure that the address may be legitimate, go ahead and (2) click on
the Review Message button ....

[EXTERNAL] Microsoft 365 security: You have messages in quarantine

N N B Repl
@ quarantine@messaging.microsoftcom O Feply

B® Microsoft

Review These Messages

1 messages are being held for you to review as of 10/10/2023 9:20:48 PM (UTC).

Review them within 30 days of the received date by going to the Quarantine page in the Security
Center.

Prevented spam messages

Sender: Jjeff.becker@goascenda.global @_
IF THE ADDRESS

Subject: [EXTERNAL] Zoom Al Companion Intro Discussion LOOKS FAMILIAR OR

SEEMS POSSIBLY
LEGITIMATE - CLICK
"REVIEW MESSAGE"
TO INVESTIGATE

Date: 10/10/2023 4:30:58 PM

© 2022 Microsoft Corporation. All rights reserved,
Privacy Statement

Release Block Sender

Acceptable Use Policy

If not already logged into 365, you will need to choose your correct account ....

B% Signin to your account x  +

c & login.microsoftonline.com/comman/oauth2/authorize?client_id=

B3 Microsoft

Pick an account

|E| jdoe @archatl.com @

—|— Use another account



https://help.archatl.com/

SOP #: HandleQuarantine

/ %\ Revision #: (Initial)

THE ROMAN CATHOLIC

ARCHDIOCESE or :
e INFORMATION TECHNOLOGY | |mpl i
ATL ANTA ~ ARCHDIOCESE of ATLANTA Drr;rt)e?mentatlon 10/18/2023
Last
Page #: 3of7 Reviewed/Update 10/18/2023
Date:
Direct any comments to: https://help.archatl.com/

... and (1) supply the correct password then (2) click the Sign in button ...

B% Sign in to your account x 4+

&« = C @ login.microsoftonline.com/common/cauth2 /authorize?client_

B® Microsoft
& jdoe @archatl.com

Enter password

-

g
Forgot my password @

You'll be taken to the Quarantine Dashboard where you can see details of the message
and decide on next steps ...

e — *
& Quarentine - Micosoft 365 sec. X = =

€ = & @ securitymicrosoft.com/quarantine?viewid =EmailBtid = 1fdagb0 7-c942-443a-7712- 08dbcFae4Beb T 50 3553525 6-5040-B657-4a9d-1344 5151 Tal T Srecipientiddress= @ ENC @12wSRRVONO3 1a% 2F5 2B LMIEX

B search

[EXTERNAL] Zoom Al Companion Intro ...

« Release email [ View message headars -+

Quarantine details o~
Beceived Expires

Oct 10, 2023 12:30:58 PM New 9, 2023 11:30:58 AM

Subject Quarantine reason

[EXTERMAL] Zoom A Cempanicn Spam

Intre Discussion

Policy type Recipient count

Anti-zpam policy 1

Recipients Mot yet released to

Email details I
Sender address Time received

Jjeff becker@goascenda.global Qct 10, 2023 12:3%:58 PM

MNetwork Message ID Recipients

MHdagblT-cod2-442a-7712-
08dbcSacdBch
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BLOCKING THE SENDER (from sending future messages)

HandleQuarantine
(Initial)

10/18/2023

10/18/2023

(1) After being sure that the address looks unfamiliar and/or bogus, go ahead and

(2) click on the Block Sender button ....

[EXTERNAL] Microsoft 365 security: You have messages in quarantine

@ quarantine@messaging.microsoft.com

BT Microsoft

Review These Messages

1 messages are being held for you to review as of 10/9/2023 9:12:53 PM (UTC).

€ Reply

Review them within 30 days of the received date by going to the Quarantine page in the Security

Center.

Prevented phish messages

Sender: kojikoji@purple.plala.or,jp @— :

Subject: [EXTERNAL] 09/0ct/2023 IF THE ADDRESS DOES

NOT LOOK FAMILAIR
Date: 10/9/2023 8:03:50 PM OR LEGITIMATE - CLICK

"BLOCK SENDER"

© 2023 Microsoft Corporation. All rights reserved.

Privacy Statement
Acceptable Use Policy

If not already logged into 365, you will need to choose your correct account ....

B Signin to your account x  +

C @ loginmicrosoftonline.com/common/oauth2/authorize?client_id

¥ Microsoft

Pick an account

E jdoe @archatl.com <:

—|— Use another account
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... and (1) supply the correct password then (2) click the Sign in button ...

B8 Sign in to your account X +

i@ login.microsoftonline.com/common/oauth2/authorize?client
q / |

B® Microsoft
&« jdoe @archatl.com

Enter password

.............

Forgot my password @

)

A browser tab will open and you will receive a message that the address has now been
blocked from sending you further e-mails ....

@ nam10-guarantine.dataservice ® +

C @ nam10-quarantine.dataservice.protection.oul

] Office 365

Spam message sender was blocked in quarantine.

Copyright _© 2023 Microsoft Corporation. All Rights Reservad.
Privacy Statement | Legal
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Next, you can go ahead and delete the quarantine notification message from your
Inbox...

File Aa#tage Help Acrobat @ Tell me what you want to do

- = M- S € — | b Shareto Teams &7 Mark L

[EXTERNAL] Microsoft 365 security: You have messages i

o guarantine@messaging.microsoft.com

=® Microsoft

Review Thecea I

Lastly, go to the Blocked Senders tab of your Junk Email Options to verify that the
address is now being blocked ...

Junk Email Options - >

Options  Safe Senders  Safe Recipients Blocked Senders  |nternational
- Email from addresses or domain names on your Blocked Senders List
w will always be treated as junk email.

information@enterprisetechsaol.com h Add...
jackye=simarketing.net@pmta362.dedicated.bms« =
jessica@reloadux.xyz

johscot2@cisco.com

jsinacore@intellihive.com

jtalleson@bfwpub.com Remave
kaylah@jar-systems.com

kim@ getatelant.com

kojikaji@purple.plala.oar.jp

krudolph@comtecsystems.net

lauren.cybulski@getalma.com

leandra@naorstar.net

learn@eccouncil.org

lindsay@itexecutivescouncil.com

lisa@collabpaintllc.co

mariam.morris@pantheon.io

mark.pasquan@dmdsystems.com

marketing@us.zixcorp.com

Edit...

matthew.schiavetta@threatlocker.com Import from File...
matthew.todd@itctrendinsights.com
mblack@verinon.caom W Export to File..,
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6. References
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Implementation
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(Initial)

10/18/2023

10/18/2023

A library of procedures such as this may be found at AOA IT Dept.’s Knowledgebase
which can be accessed on the Helpdesk site at: https://help.archatl.com

7. Definitions

None.
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